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L INTRODUCTION

1. In this Order and Notice of Proposed Rulemaking (Notice), we take another important
step to protect the nation’s telecommunications infrastructure from threats in an evolving national security
and law enforcement landscape by proposing comprehensive changes to the Commission’s rules that
allow carriers to provide international telecommunications service pursuant to section 214 of the
Communications Act of 1934, as amended (Act).! The overarching objective of this proceeding is to
adopt rule changes that will enable the Commission, in close collaboration with relevant Executive
Branch agencies, to better protect telecommunications services and infrastructure in the United States in
light of evolving national security, law enforcement, foreign policy, and trade policy risks. By this Order,
we adopt a one-time collection of foreign ownership information from international section 214
authorization holders.> By this Notice, we propose rules that would require carriers to renew, every 10
years, their international section 214 authority. In the alternative, we seek comment on adopting rules
that would require all international section 214 authorization holders to periodically update information
enabling the Commission to review the public interest and national security implications of those
authorizations based on that updated information. Through these proposals, we seek to ensure that the
Commission is exercising appropriate oversight of international section 214 authorization holders to
safeguard U.S. telecommunications networks.

2. Today, a company seeking to offer international services originating or terminating in the
United States must first obtain international section 214 authorization to do so. As part of this process,
the Commission relies on the Committee for the Assessment of Foreign Participation in the United States
Telecommunications Services Sector (Committee) to assess national security and law enforcement risks
associated with the proposed services. However, once authorization is granted, we have no set process
for the periodic review of existing authorizations to monitor risks associated with these carriers. We
receive updated information only when an authorization holder files an application for a modification,

147 U.S.C. § 214; 47 CFR §§ 63.12, 63.18, 63.21, 63.22, 63.23.
247 U.S.C. §§ 218, 219, 403.
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assignment, or transfer of control of the authorization? or notifies the Commission of a discontinuance
while it is providing service to customers.* Otherwise, the Commission does not ordinarily receive
updated information about the ownership or the national security, law enforcement, foreign policy, and/or
trade policy implications associated with these authorized services. As a result, the Commission has long
had significantly incomplete and outdated information regarding international section 214 authorization
holders with reportable foreign ownership.

3. In 2020, the report of the United States Senate Committee on Homeland Security and
Government Affairs, Permanent Subcommittee on Investigations (PSI Report) recommended the periodic
review and renewal of foreign carriers’ international section 214 authorizations to ensure that the
Commission and the Executive Branch account for evolving national security, law enforcement, foreign
policy, and/or trade policy risks.®> In particular, the PSI Report highlighted the national security concerns
associated with Chinese state-owned carriers operating in the United States.® The Commission has taken
concrete action to address those risks.” Now, based in part on the PSI Report recommendation, we
propose several changes to strengthen the Commission’s oversight of international section 214
authorizations and ensure that a carrier’s authorization continues to serve the public interest, as the Act
intended.

4. Executive Summary of the Proposed Rules. To establish an effective and expeditious
process for the renewal or, in the alternative, periodic review of international section 214 authorizations,
in this Notice, we propose and seek comment on the following issues:

e Renewal of International Section 214 Authority. We propose to adopt a 10-year renewal
requirement for all international section 214 authorization holders. In the alternative, we seek
comment on adopting a periodic review process.

o We propose to adopt a process that establishes a system of priorities for renewal
applications according to the existence and nature of reportable foreign ownership
and the likelihood that the applications will raise national security, law enforcement,
foreign policy, and/or trade policy concerns.

o Consistent with Commission practice, we will continue to coordinate with the

3 See 47 CFR §§ 63.18, 63.24(e), 63.24(f).

4 The current discontinuance rules only apply to international section 214 authorization holders with customers, or
authorization holders that the Commission has classified as dominant in the provision of a particular international
service. See 47 CFR § 63.19.

3 Staff Report of Senate Permanent Subcommittee on Investigations, Committee on Homeland Security and
Governmental Affairs, 116th Cong., Threats to U.S. Networks: Oversight of Chinese Government-Owned Carriers
at 9, 12-13 (June 9, 2020) (PSI Report),
https://www.hsgac.senate.gov/subcommittees/investigations/library/files/threats-to-us-networks-oversight-of-
chinese-government-owned-carriers/; id. at 12 (“Congress should require the periodic review and renewal of foreign
carriers’ authorizations to provide international telecommunications services.”).

6 See id. at 1 (“U.S. government officials have warned that Chinese state-owned carriers are ‘subject to exploitation,
influence, and control by the Chinese government’ and can be used in the Chinese government’s cyber and
economic espionage efforts targeted at the United States.”).

7 China Telecom (Americas) Corporation, GN Docket No. 20-109, File Nos. ITC-214-20010613-00346, ITC-214-
20020716-00371, ITC-T/C-20070725-00285, Order on Revocation and Termination, 36 FCC Red 15966 (2021)
(China Telecom Americas Order on Revocation and Termination), aff’d, China Telecom (Americas) Corp. v. FCC,
57 F.4th 256 (D.C. Cir. 2022); China Unicom (Americas) Operations Limited, GN Docket No. 20-110, File Nos.
ITC-214-20020728-00361, ITC-214-20020724-00427, Order on Revocation, FCC 22-9, 2022 WL 354622 (Feb. 2,
2022) (China Unicom Americas Order on Revocation) (9th Cir. argued Feb. 15, 2023); Pacific Networks Corp. and
ComNet (USA) LLC, GN Docket No. 20-111, File Nos. ITC-214-20090105-00006, ITC-214-20090424-00199,
Order on Revocation and Termination, FCC 22-22, 2022 WL 905270 (Mar. 23, 2022) (Pacific Networks/ComNet
Order on Revocation and Termination) (D.C. Cir. argued Sept. 20, 2022).

3
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Executive Branch agencies for assessment of any national security, law enforcement,
foreign policy, and/or trade policy concerns.®

o To minimize administrative burdens, we propose to adopt streamlined and simplified
procedures for renewal applications that do not have reportable foreign ownership.

o We propose, as a baseline, to apply to renewal applications the same rules applicable
to initial applications for international section 214 authority and thus harmonize the
application requirements.

e  Proposed Rules Applicable to All Applicants.’ In addition, to continue to address evolving
national security, law enforcement, foreign policy, and/or trade policy risks, we propose or
seek comment on other improvements to the Commission’s rules applicable to applications
for international section 214 authority and modification, assignment, transfer of control, and
renewal of international section 214 authority.

o Five (5) Percent Threshold for Reportable Ownership Interests. We seek comment
on whether to adopt a new ownership reporting threshold that would require
disclosure of 5% or greater direct and indirect equity and/or voting interests.

o Services and Geographic Markets. We propose to adopt rules requiring applicants to
provide information about their current and/or expected future services and
geographic markets.

o Foreign-Owned Managed Network Service Providers (MNSPs). We propose to
require all applicants to provide information on foreign-owned MNSPs.

o Cross Border Facilities Information. We propose to require applicants to identify the
facilities that they use and/or will use to provide services under their international
section 214 authority from the United States into Canada and/or Mexico and to

8 For over 25 years, the Commission has referred certain applications that have reportable foreign ownership to the
Department of Defense (DOD), Department of Homeland Security (DHS), Department of Justice (DOJ),
Department of State, Office of the U.S. Trade Representative (USTR), and Department of Commerce’s National
Telecommunications & Information Administration (NTIA). Rules and Policies on Foreign Participation in the
U.S. Telecommunications Market; Market Entry and Regulation of Foreign-Affiliated Entities, IB Docket Nos. 97-
142 and 95-22, Report and Order and Order on Reconsideration, 12 FCC Red 23891, 23918-21, paras. 59-66 (1997)
(Foreign Participation Order), recon. denied, Rules and Policies on Foreign Participation in the U.S.
Telecommunications Market, IB Docket 97-142, Order on Reconsideration, 15 FCC Rcd 18158 (2000)
(Reconsideration Order); Process Reform for Executive Branch Review of Certain FCC Applications and Petitions
Involving Foreign Ownership, 1B Docket No. 16-155, Report and Order, 35 FCC Red 10927, 10928-29, para. 3
(2020) (Executive Branch Process Reform Order); Process Reform for Executive Branch Review of Certain FCC
Applications and Petitions Involving Foreign Ownership, IB Docket No. 16-155, Erratum, 35 FCC Red 13164
(2020) (Order Erratum) (replacing Appendix B of the Executive Branch Process Reform Order). These agencies
are collectively referred to as the Executive Branch agencies. The Executive Branch agencies are either Members of
or Advisors to the Committee created pursuant to Executive Order 13913. See Executive Order No. 13913 of April
4, 2020, Establishing the Committee for the Assessment of Foreign Participation in the United States
Telecommunications Services Sector, 85 Fed. Reg. 19643, 19643-44 (Sec. 3(b), (d)) (Apr. 8, 2020) (Executive
Order 13913). DOJ, DHS, and DOD also are known informally as “Team Telecom.” Executive Branch Process
Reform Order, 35 FCC Rcd at 10929-30, para. 5.

9 Unless indicated otherwise, we use the terms “applicant” or “applicants” and “application” or “applications” to
refer to applications and notifications filed under section 63.18 and/or section 63.24 of the Commission’s rules, as
well as the proposed renewal rules: (1) applicants that file an initial application for international section 214
authority or an application for modification, assignment, transfer of control, or renewal of international section 214
authority, and (2) authorization holders that file a notification of pro forma assignment or transfer of control of
international section 214 authority. See 47 CFR § 63.18; id. § 63.24(e) (“Applications for substantial transactions”);
id. § 63.24(f) (“Notifications for non-substantial or pro forma transactions”). We use the term “international section
214 application” to refer to any of the aforementioned applications or notifications.

4
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provide updated information on a periodic basis.
o Facilities Certifications.

v Facilities Cybersecurity Certification. We propose to require applicants to
certify in their application that they will undertake to implement and adhere
to baseline cybersecurity standards based on universally recognized
standards.

»  Facilities “Covered List” Certification. We propose to require applicants to
certify in their application whether or not they use equipment or services
identified in the Commission’s “Covered List” of equipment and services
deemed pursuant to the Secure and Trusted Communications Networks Act
to pose an unacceptable risk to the national security of the United States or
the security and safety of United States persons.!®

o Other Changes to Parts I and 63 of the Commission’s Rules. To further ensure that carriers’
use of their international section 214 authority is consistent with the public interest, we
propose and seek comment on modifications to Part 1 and 63 rules.

o Permissible Number of Authorizations. We propose to adopt a rule that would allow
an authorization holder to hold only one international section 214 authorization
except in certain limited circumstances.

o Commence Service Within One Year. We propose to adopt a rule requiring an
international section 214 authorization holder to commence service under its
international section 214 authority within one year following the grant.

o Changes to the Discontinuance Rule. We propose to amend section 63.19 of the
Commission’s rules to require all authorization holders that permanently discontinue
service provided pursuant to their international section 214 authority, to file a
notification of the discontinuance and surrender the authorization.

o Ongoing Reporting Requirements. We propose to require authorization holders to
provide updated ownership information, cross border facilities information, and other
information every three years.

o International Signaling Point Codes (ISPCs). We propose to adopt a rule requiring
applicants seeking to assign or transfer control of their international section 214
authorization to identify in their applications any ISPCs that they hold and whether
the ISPC will be subject to the assignment or transfer of control.

o Administrative Modifications. We propose to adopt other administrative corrections
to Parts 1 and 63 of the Commission’s rules.

II. BACKGROUND

5. Current Requirements. Section 214(a) of the Act prohibits any carrier from constructing,
acquiring, or operating any line, and from engaging in transmission through any such line, without first
obtaining a certificate from the Commission “that the present or future public convenience and necessity
require or will require the construction, or operation, or construction and operation, of such . . . line . . .
211 Section 214(b) of the Act requires that the Commission ensure that a copy of the international section

10 See 47 U.S.C. §§ 1601-1609; 47 CFR § 1.50000 et seq.,; see also FCC, List of Equipment and Services Covered
by Section 2 of the Secure Networks Act, https://www.fcc.gov/supplychain/coveredlist (last updated Sept. 20, 2022)
(List of Covered Equipment and Services).

1147 U.S.C. § 214(a) (emphasis added); see Reform of Rules and Policies on Foreign Carrier Entry Into the U.S.
Telecommunications Market, IB Docket No. 12-299, Report and Order, 29 FCC Rcd 4256, para. 2, n.2 (2014) (2014
(continued....)
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214 application is provided to the Secretary of Defense and the Secretary of State.'? In 1999, the
Commission granted all telecommunications carriers blanket authority under section 214 of the Act to
provide domestic interstate services and to construct or operate any domestic transmission line.!3> The
Commission, however, did not extend this blanket authority to international services.!* Instead the
Commission streamlined the rules applicable to international section 214 applications “to remove
regulatory obstacles to a fully competitive marketplace while retaining the appropriate ability to detect
and deter anticompetitive conduct.”!® Importantly, the reason the Commission did not adopt similar
blanket authority for international section 214 authorizations was because the “FBI and [DOD] made both
legal and policy arguments [contending] that, despite the progression of meaningful economic
competition between carriers, it remains important to continue to review some applications and
transactions due to national security, law enforcement, and other considerations.”!¢

6. The Commission’s current rules require that any person or entity that seeks to provide
U.S.-international common carrier telecommunications service (also referred to as U.S.-international
“telecommunications service”)!” must obtain prior Commission approval pursuant to section 214 of the
Act by filing with the Commission an application for international section 214 authority that contains

Foreign Carrier Entry Order) (“Any party seeking to provide common carrier telecommunications services between
the United States, its territories or possessions, and a foreign point must request authority by application pursuant to
section 214(a) of the Act, 47 U.S.C. § 214(a), and section 63.18 of the Commission’s rules, 47 C.F.R. § 63.18.”).
The Supreme Court has determined that the Commission has considerable discretion in deciding how to make its
section 214 public interest findings. FCC v. RCA Communications, Inc., 346 U.S. 86, 90 (1953); see Policy and
Rules Concerning Rates for Competitive Common Carrier Services and Facilities Authorizations Therefor, CC
Docket No. 79-252, First Report and Order, 85 FCC 2d 1, 40-44, paras. 117-29 (1980) (discussing the
Commission’s authority under section 214(a) of the Act); Streamlining the International Section 214 Authorization
Process and Tariff Requirements, 1B Docket No. 95-118, Notice of Proposed Rulemaking, 10 FCC Red 13477,
13480, para. 6 (1995) (1995 Streamlining NPRM); Streamlining the International Section 214 Authorization Process
and Tariff Requirements, IB Docket No. 95-118, Report and Order, 11 FCC Rcd 12884, 12903, para. 44, n.63
(1996) (1996 Streamlining Order); Telecommunications Act of 1996, Pub. L. 104-104, § 402(b)(2)(A) (1996),
codified at 47 U.S.C. § 214 nt. (“The Commission shall permit any common carrier—(A) to be exempt from the
requirements of section 214 of the Communications Act of 1934 for the extension of any line; . . .”).

1247 U.S.C. § 214(b); 47 CFR § 1.763(b).

13 Implementation of Section 402(b)(2)(A) of the Telecommunications Act of 1996; Petition for Forbearance of the
Independent Telephone & Telecommunications Alliance, Report and Order and Second Memorandum Opinion and
Order, 14 FCC Red 11364, 11365-66, para. 2 (1999) (Domestic 214 Blanket Authority Order). This Notice does not
propose rules to modify blanket domestic section 214 authority. We primarily focus on rules concerning
international section 214 authorizations and make limited proposals regarding domestic section 214 authority only to
the extent necessary. See infra note 244. Specifically, if we adopt a 5% reporting requirement for international
section 214 authorizations, we propose to require that applicants filing a joint international and domestic section 214
transfer of control application must continue to submit information that satisfies the requirements in both sections
63.04 and section 63.18, including ownership information that would be required by section 63.18(h) under the 5%
ownership reporting threshold. See infia para. 88 & note 244.

14 Domestic 214 Blanket Authority Order, 14 FCC Red at 11365-66, para. 2 & n.8 (citing 1998 Biennial Regulatory
Review—Review of International Common Carrier Regulations, IB Docket No. 98-118, Report and Order, 14 FCC
Red 4909 (1999) (Biennial Regulatory Review Order)); 47 CFR § 63.01.

15 Biennial Regulatory Review Order, 14 FCC Rcd at 4912, para. 7.
16 Id. at 4911, para. 5.

17 See 47 U.S.C. § 153(50) (“The term ‘telecommunications’ means the transmission, between or among points
specified by the user, of information of the user’s choosing, without change in the form or content of the information
as sent and received.”); id. § 153(53) (“The term ‘telecommunications service’ means the offering of
telecommunications for a fee directly to the public, or to such classes of users as to be effectively available directly
to the public, regardless of the facilities used.”).
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information required by section 63.18 of the Commission’s rules.'® An applicant for international section
214 authority may file an application for global facilities-based and/or resale authority.!® International
section 214 authorization holders may provide service pursuant to their international section 214 authority
by using their own facilities and/or by reselling service provided over another provider’s facilities.
Authorization holders include both wireline and commercial mobile radio service (CMRS) carriers.?’ In
addition, any person or entity that holds an international section 214 authorization must obtain prior
Commission approval before the authorization holder consummates a substantial assignment or transfer
of control of its international section 214 authorization or other regulated assets (such as customer
accounts)?! to any other person or entity, including another authorized U.S.-international carrier.?? In
simple terms, an assignment is a transaction in which an international section 214 authorization is
assigned from one entity to another entity.?? A transfer of control is a transaction in which the
authorization remains held by the same entity, but there is a change in the entity or entities that control the
authorization holder.?* An application for Commission consent to assign or transfer control of an
international section 214 authorization shall be filed in accordance with the requirements set forth in
section 63.24 of the Commission’s rules.?’

7. In addition, any person or entity that holds an international section 214 authorization
must file a notification of a non-substantial, or “pro forma” assignment or transfer of control of its
international section 214 authorization or other regulated assets (such as customer accounts) to any other
person or entity, including another authorized U.S.-international carrier.?® A pro forma assignment or

18 See 47 CFR § 63.18 (“Except as otherwise provided in this part, any party seeking authority pursuant to Section
214 of the Communications Act of 1934, as amended, to construct a new line, or acquire or operate any line, or
engage in transmission over or by means of such additional line for the provision of common carrier
communications services between the United States, its territories or possessions, and a foreign point shall request
such authority by formal application. The application shall include information demonstrating how the grant of the
application will serve the public interest, convenience, and necessity. Such demonstration shall consist of the
following information, as applicable . . ..”).

19 1d. § 63.18(e)(1)-(2). If applying for authority to acquire facilities or to provide services not covered by section
63.18(e)(1) and (e)(2), an applicant shall provide a description of the facilities and services for which it seeks
authorization. /d. § 63.18(e)(3). Examples of authorizations under section 63.18(¢e)(3) include authorizations for
overseas cable construction (submarine cables operated on a common carrier basis), authorizations for use of
facilities on the Commission’s Exclusion List, and authorizations for facilities-based carriers affiliated with a foreign
carrier in a destination market where the Commission has not determined that carrier does not have market power in
the destination market. See id. § 63.22(a), (c).

2 7d. § 63.18(e)(1)-(3).

21 See id.§ 63.24, Note to paragraph (b) (“The sale of a customer base, or a portion of a customer base, by a carrier to
another carrier, is a sale of assets and shall be treated as an assignment, which requires prior Commission approval
under this section.”); Amendment of Parts 1 and 63 of the Commission’s Rules, 1B Docket No. 04-47, Report and
Order, 22 FCC Rcd 11398, 11411-12, para. 38 (2007) (2007 Amendment of Parts 1 & 63 Order).

2 See 47 CFR § 63.24(a)-(c), (e)(1).

23 Id. § 63.24(b) (“Following an assignment, the authorization is held by an entity other than the one to which it was
originally granted.”). The exception is where only assets, excluding international section 214 authorization(s), are
assigned to another entity. See id. § 63.24, Note to Paragraph (b). This type of transaction is referred to as a partial
assignment of assets.

214, § 63.24(c).

2 Id. § 63.24(a) (“Except as otherwise provided in this section, an international section 214 authorization may be
assigned, or control of such authorization may be transferred by the transfer of control of any entity holding such
authorization, to another party, whether voluntarily or involuntarily, directly or indirectly, only upon application to
and prior approval by the Commission.”); id. § 63.24 (b)-(c); id. § 63.24(e) (“Applications for substantial
transactions”).

26 See id. § 63.24(f); id. § 63.24, Note to paragraph (b).
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transfer of control is a transaction that does not result in a change in the actual controlling party.?’
Whether there has been a change in the actual controlling party must be determined on a case-by-case
basis.?® Prior Commission approval is not required for a pro forma assignment or transfer of control.?? A
notification of the pro forma assignment or transfer of control must be filed with the Commission no later
than 30 days after the assignment or transfer of control is completed, in accordance with the requirements
set forth in section 63.24 of the Commission’s rules.?

8. The regulatory framework for international section 214 authority ensures that the
Commission considers whether foreign participation in the U.S. telecommunications market would raise
national security, law enforcement, foreign policy, and/or trade policy concerns due to an applicant’s
foreign ownership, as well as potential anti-competitive behavior by a carrier with market power in a
foreign country,’' and that grant of an international section 214 authorization is consistent with the public
interest.’> As part of the Commission’s public interest analysis, the Commission considers a number of
factors and examines the totality of the circumstances in each particular situation.’* In addition to
assessing potential anti-competitive behavior by a foreign carrier with market power,** as well as other
public interest factors, the Commission considers whether an application for international section 214
authority or modification, assignment, or transfer of control of international section 214 authority raises any
national security, law enforcement, foreign policy, and/or trade policy concerns related to the applicant’s
reportable foreign ownership.? In this regard, the Commission has sought the expertise of the relevant
Executive Branch agencies®® in identifying and evaluating issues of concern that may arise from an
applicant’s or authorization holder’s foreign ownership.’” In the Executive Branch Process Reform
Order, the Commission formalized the review process for the Committee to complete its review

27 1d. § 63.24(d) (“Transfers of control or assignments that do not result in a change in the actual controlling party
are considered non-substantial or pro forma. . ..”).

28 Jd. (“....Whether there has been a change in the actual controlling party must be determined on a case-by-case
basis with reference to the factors listed in Note 1 to this paragraph (d). The types of transactions listed in Note 2 to
this paragraph (d) shall be considered presumptively pro forma and prior approval from the Commission need not be
sought.”); see id. § 63.24, Note 1 to paragraph (d) (“Because the issue of control inherently involves issues of fact, it
must be determined on a case-by-case basis and may vary with the circumstances presented by each case . . . .”); see
id. § 63.24, Note 2 to paragraph (d) (“If a transaction is one of the types listed further, the transaction is
presumptively pro forma and prior approval need not besought. In all other cases, the relevant determination shall
be made on a case-by-case basis . . . .”).

2 Id. § 63.24(f)(1) (“In the case of a pro forma assignment or transfer of control, the section 214 authorization
holder is not required to seek prior Commission approval.”).

30 Id. § 63.24(f) (“Notifications for non-substantial or pro forma transactions”).

31 Market Entry and Regulation of Foreign-Affiliated Entities, IB Docket No. 95-22 et al., Report and Order, 11
FCC Rcd 3873, 3877, para. 6 (1995).

32 Foreign Participation Order, 12 FCC Rcd at 23918-21, paras. 59-66.

3 See id.; see China Telecom Americas Order on Revocation and Termination, 36 FCC Rced at 15970, para. 5, aff’d,
China Telecom (Americas) Corp. v. FCC.

34 The Commission assesses potential anti-competitive behavior by the entry of a foreign carrier with market power
into the U.S. market. Foreign Participation Order, 12 FCC Red at 23897-98, 23910-11, paras. 11, 13, 45-46.

33 See id. at 23918-21, paras. 59-66; Executive Branch Process Reform Order, 35 FCC Rced at 10928-29, para. 3.
36 See supra note 8.

37 See Foreign Participation Order, 12 FCC Red at 23919-20, paras. 62—63 (recognizing that “foreign participation
in the U.S. telecommunications market may implicate significant national security or law enforcement issues
uniquely within the expertise of the Executive Branch™); Executive Branch Process Reform Order, 35 FCC Rcd at
10928-29, para. 3; China Telecom Americas Order on Revocation and Termination, 36 FCC Rcd at 15970, para. 5,
aff’d, China Telecom (Americas) Corp. v. FCC.
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consistent with Executive Order No. 13913 of April 4, 2020.3¥ The Commission ultimately makes an
independent decision in light of the information in the record, including any information provided by the
applicant, authorization holder, or licensee in response to any filings by the Executive Branch agencies.?

9. The Commission’s current rules allow for either streamlined or non-streamlined
processing of applications for international section 214 authority or modification, assignment, or transfer
of control of international section 214 authority.** Applications without reportable foreign ownership
normally will be granted automatically 14 days following the date that the Office of International Affairs
has placed the application on “Accepted for Filing” public notice.*! An “Actions Taken” public notice is
released identifying the applications that were granted. If an applicant has reportable foreign ownership,
the application process usually is not streamlined and the Office of International Affairs refers the
application to the Committee for review at the time it places the application on “Accepted for Filing”
public notice.*> Under the new rules and procedures adopted in the Executive Branch Process Reform
Order, the Committee has 120 days for initial review, plus an additional 90 days for secondary
assessment if the Committee determines that the risk to national security or law enforcement interests
cannot be mitigated with standard mitigation measures.*> Upon grant of an international section 214
authorization, under the current rules, a facilities-based or resale-based authorization holder may provide
international telecommunications services to any route for which it is classified as non-dominant pursuant
to the terms of its authorization.**

10. The Commission continues to reassess on an ad hoc basis whether a carrier’s retention of
international section 214 authority presents national security and law enforcement risks that warrant

38 See generally Executive Branch Process Reform Order; Executive Order 13913, 85 Fed. Reg. at 19643 (stating
that, “[t]he security, integrity, and availability of United States telecommunications networks are vital to United
States national security and law enforcement interests”); id. at 19643-44 (establishing the “Committee,” composed
of the Secretary of Defense (DOD), the Secretary of Homeland Security (DHS), and the United States Attorney
General (DOJ), who serves as the Chair, and the head of any other executive department or agency, or any Assistant
to the President, as the President determines appropriate (Members), and also providing for Advisors, including the
Secretary of State, the Secretary of Commerce, and USTR).

39 Foreign Participation Order, 12 FCC Rcd at 23921, para. 66 (“We emphasize that the Commission will make an
independent decision on applications to be considered and will evaluate concerns raised by the Executive Branch
agencies in light of all the issues raised (and comments in response) in the context of a particular application.”).

40 See 47 CFR § 63.12.
474§ 63.12(a).

42 Executive Branch Process Reform Order, 35 FCC Red at 10928-31, 10957-58, paras. 3-7, 81; Process Reform for
Executive Branch Review of Certain FCC Applications and Petitions Involving Foreign Ownership, Notice of
Proposed Rulemaking, 31 FCC Rcd 7456, 7471, para. 38 (2016) (2016 Executive Branch Process Reform NPRM);,
47 CFR § 1.40001.

43 Executive Branch Process Reform Order, 35 FCC Red at 10928, 10955-56, paras. 2, 76; Order Erratum, 35 FCC
Red at 13171-72, para. 7; 47 CFR § 1.40004. Some of the rule changes adopted in the Executive Branch Process
Reform Order have not gone into effect yet.

4447 CFR § 63.18(e)(1) (“Global facilities-based authority”); id. § 63.18(e)(2) (“Global Resale Authority™); id. §
63.18(e)(3) (“If applying for authority to acquire facilities or to provide services not covered by paragraphs (e)(1)
and (e)(2) of this section, the applicant shall provide a description of the facilities and services for which it seeks
authorization. The applicant shall certify that it will comply with the terms and conditions contained in §§ 63.21 and
63.22 and/or 63.23, as appropriate.”); id. §§ 63.21, 63.22, 63.23. Under the Commission’s rules, a carrier is
classified as non-dominant on a U.S.-international route if it is not affiliated with a foreign carrier with market
power on the foreign end of the route or it provides an international switched service on that route solely through the
resale of an unaffiliated U.S. facilities-based carrier’s international switched services. 47 CFR § 63.10(a); see infra
note 69.
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revocation or termination of its international section 214 authority.* The Executive Branch agencies also
may recommend that the Commission modify or revoke an existing authorization if they at any time
identify unacceptable risks to national security or law enforcement interests of the United States.*® If
revocation or termination may be warranted, the Commission may institute a revocation proceeding to
“provide the authorization holder such notice and an opportunity to respond as is required by due process
and applicable law, and appropriate in light of the facts and circumstances.”*

11. Current Authorizations Listed in ICFS. The Commission’s records in the International
Communications Filing System (ICFS) indicate there are nearly 7,400 international section 214
authorizations, held by approximately 7,000 authorization holders.*®* We believe that this number
significantly exceeds the total number of active authorization holders providing service to customers
today.* This is because the Commission’s current rules allow authorization holders to retain their
international section 214 authorization even if they are no longer in business or using their authorization.
Additionally, the Commission does not have a clear mechanism by which the Commission can identify or
account for all active international section 214 authorization holders.

12. Estimate of Active International Section 214 Authorizations. We estimate that the
number of active international section 214 authorization holders is approximately 1,500—or roughly a
fifth of the approximately 7,000 international section 214 authorization holders listed in ICFS. Our
estimate of active authorization holders is based on two Commission resources: (1) the Commission’s
Form 499-A records and (2) the Commission’s most recent traffic and revenue data as of December 31,
2014.%° First, the Commission’s Form 499-A records indicate that approximately 1,500 international
section 214 authorization holders may have filed an annual FCC Form 499-A for the 2022 reporting year
but only 748 of those carriers reported revenue for U.S.-international service. Under the Commission’s
rules, all interstate and international providers of telecommunications within the United States are
obligated to file the FCC Form 499-A to report historical revenues from the prior year on an annual
basis.>! Second, the Commission’s U.S.-international telecommunications traffic and revenue data as of

4 See infra paras. 37, 48; see generally China Telecom Americas Order on Revocation and Termination, aff’d,
China Telecom (Americas) Corp. v. FCC; China Unicom Americas Order on Revocation; Pacific Networks/ComNet
Order on Revocation and Termination.

46 Executive Order 13913, 85 Fed. Reg. at 19645 (Sec. 6(a)); see also id. at 19646 (Sec. 9(b)).
47 Executive Branch Process Reform Order, 35 FCC Rcd at 10964, para. 92; id. at 10962-64, paras. 90-92.

48 These estimates are based on the Commission’s records as of April 14, 2023. FCC, MyIBFS,
https://licensing.fcc.gov/myibfs/welcome.do.

4 See infira para. 12. Additionally, the Commission’s records indicate that approximately 3% of authorization
holders hold more than one authorization as of April 14, 2023.

30 International Bureau Report—2014 U.S. International Telecommunications Traffic and Revenue Data (revised
Dec. 2017), https://www.fcc.gov/document/2014-us-international-telecommunications-traffic-and-revenue-data
(presenting information on telecommunications services between the United States and international points as of
December 31, 2014, based on the former section 43.62 reporting requirements) (2014 Traffic and Revenue Report).
In 2017, the Commission streamlined the international reporting requirements and eliminated the traffic and revenue
reports and the requirement to file terrestrial and satellite circuit data. Section 43.62 Reporting Requirements for

U.S. Providers of International Services; 2016 Biennial Review of Telecommunications Regulations, Report and
Order, 32 FCC Red 8115 (2017).

31 See 47 CFR §§ 52.17(b), 52.32(b), 54.708, 54.711, 64.604(c)(5)(iii)(A) and (B). The available data may not
include, for example, certain resale-based providers, or providers that do not file the FCC Form 499-A because they
are de minimis for USF contribution purposes, and need not file for any other purpose. See 2022
Telecommunications Reporting Worksheet Instructions (FCC Form 499-A) at 6-10; id. at 7, n.17 (“A resale provider
may contribute directly to the USF by signing a resale certificate or may be treated as an end user by its underlying
carrier and therefore may contribute indirectly as a result of USF pass-through charges.”). We recognize that
limitations in the available data prevent a more accurate picture of which international section 214 authorization
holders are currently providing telecommunications service.
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December 31, 2014, indicate that 1,542 telecommunications providers filed traffic and revenue reports for
the 2014 reporting period.>> This is the best estimate we have that captures facilities-based and resale-
based international section 214 authorization holders, yet the Commission last collected these traffic and
revenue data nearly 10 years ago.

13. Commission Efforts to Address Threats to National Security and Law Enforcement Risks.
Promotion of national security is an integral part of the Commission’s public interest responsibility,
including its administration of section 214 of the Act, and one of the core purposes for which Congress
created the Commission.>* Over the past several years, as part of the Commission’s continuing efforts to
promote national security and law enforcement, the Commission denied an application for international
section 214 authority** and revoked, and in certain cases terminated for failure to satisfy certain
conditions, certain carriers’ section 214 authority based on recommendations and comments from
interested Executive Branch agencies regarding evolving national security and law enforcement
concerns.> In the China Mobile USA Order, the Commission denied an application for international
section 214 authority, finding that grant of the application would raise substantial and serious national
security and law enforcement risks that could not be addressed through a mitigation agreement.>® In that
proceeding, the Executive Branch agencies and the Commission confronted the implications of changed
circumstances in the national security environment on the evaluation of international section 214
authority.’” In the revocation and/or termination actions that followed in the China Telecom Americas
Order on Revocation and Termination, China Unicom Americas Order on Revocation, and Pacific
Networks/ComNet Order on Revocation and Termination, the Commission extensively evaluated national
security and law enforcement considerations raised by existing section 214 authorizations and
determined, based on thorough record development, that the present and future public interest,
convenience, and necessity was no longer served by those carriers’ retention of their section 214

52 See 2014 Traffic and Revenue Report at 1 (“The number of providers filing traffic and revenue reports is up 30
percent, from 1,457 in the previous report to 1,896 in this report, which includes, for the first time, 354
Interconnected VoIP Service providers.”). We subtract Interconnected VolIP filers from the total number of filers,
which equals 1,542 (1,896 — 354 = 1,542).

347 U.S.C. § 151; see Foreign Participation Order, 12 FCC Red at 23918-21, paras. 59-66; see also Protecting
Against National Security Threats to the Communications Supply Chain Through FCC Programs et al., WC Docket
No. 18-89 et al., Report and Order, Further Notice of Proposed Rulemaking, and Order, 34 FCC Red 11423, 11436,
para. 34 (2019) (Protecting Against National Security Threats Order), aff’d, Huawei Technologies USA v. FCC, 2
F.4th 421, 439 (5% Cir. 2021).

3% China Mobile International (USA) Inc.; Application for Global Facilities-Based and Global Resale International
Telecommunications Authority Pursuant to Section 214 of the Communications Act of 1934, as Amended,
Memorandum Opinion and Order, 34 FCC Red 3361-62, 3365-66, 3376-77, 3380, paras. 1, 6, 8, 31-33, 38 (2019)
(China Mobile USA Order).

35 See China Telecom Americas Order on Revocation and Termination at 36 FCC Red at 15966-68, 15974, 15992-
16030, paras. 1-3, 9, 44-99, aff’d, China Telecom (Americas) Corp. v. FCC; China Unicom Americas Order on
Revocation at ¥1-2, 6, 20-46, paras. 1-3, 16, 49-110; Pacific Networks/ComNet Order on Revocation and
Termination at *1-2, 6, 18-49, paras. 1-3, 14, 44-113; see also supra note 54.

36 China Mobile USA Order, 34 FCC Red at 3361-62, 3365-66, 3376-77, 3380, paras. 1, 8, 31-33, 38.

57 See generally id.; id. at 3372, para. 20 (“[I]n this case, the Executive Branch agencies identify significantly
enhanced national security and law enforcement risks linked to the Chinese government’s activities since the
Commission last granted international section 214 authorizations to other Chinese state-owned companies more than
a decade ago.”); id. at 3379, para. 37 (“As noted, in the current environment the Executive Branch agencies have
greater knowledge of the risks of granting international section 214 authorizations to Chinese state-owned
enterprises, including increased awareness of China’s role in economic and other espionage against the United
States.”).
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authority.>®

14. The Commission has taken further steps to protect the nation’s communications networks
from potential national security threats. In November 2019, the Commission prohibited the use of public
funds from the Commission’s Universal Service Fund (USF) to purchase, obtain, maintain, improve,
modify, or otherwise support any equipment or services produced or provided by companies posing a
national security threat to the integrity of communications networks or the communications supply
chain.’® In December 2020, the Commission enacted rules to, among other things, (1) create and maintain
the Covered List, which identifies communications equipment and services that pose an unacceptable risk
to the national security of the United States or the security and safety of United States persons within the
meaning of the Secure and Trusted Communications Networks Act of 2019 (Secure and Trusted
Communications Networks Act);%* (2) prohibit the use of Federal subsidies made available through a
program administered by the Commission that provides funds for the capital expenditures necessary for
the provision of advanced communications service to purchase, rent, lease, or otherwise obtain any
covered communications equipment and service on the Commission’s Covered List, or to maintain any
such equipment or service that was previously purchased, rented, leased, or otherwise obtained;®' (3)
require eligible telecommunications carriers receiving USF support to remove and replace covered
communications equipment and services from their networks; (4) establish the Secure and Trusted
Communications Networks Reimbursement Program (Reimbursement Program) to reimburse providers

38 China Telecom Americas Order on Revocation and Termination, aff’d, China Telecom (Americas) Corp. v. FCC;
China Unicom Americas Order on Revocation; Pacific Networks/ComNet Order on Revocation and Termination.
Short of denial of renewal applications or revocation of authorizations, the Commission may use its enforcement
authority to impose monetary penalties. See, e.g., Truphone, Inc., Notice of Apparent Liability for Forfeiture, FCC
22-30 (rel. Apr. 21, 2022) (the Commission_proposed a forfeiture of $660,639 for Truphone’s misreporting its
ownership structure which led to ownership by foreign entities that were not vetted as required by the Act and the
Commission’s rules).

3 Protecting Against National Security Threats Order, 34 FCC Red at 11433, para. 26, aff’d. Huawei Technologies
USA v. FCC, 2 F.4th 421. For the purposes of section 54.9 of the Commission’s rules, covered communications
equipment and services only include communications equipment and services produced or provided by Huawei
Technologies Company (Huawei) and ZTE Corporation (ZTE). See 47 CFR § 54.9(b) (establishing a process to
designate entities subject to the prohibition in section 54.9 of the Commission’s rules); Protecting Against National
Security Threats to the Communications Supply Chain Through FCC Programs—Huawei Designation, PS Docket
No. 19-351, Order, 35 FCC Rcd 6604 (PSHSB 2020); Protecting Against National Security Threats to the
Communications Supply Chain Through FCC Programs—ZTE Designation, PS Docket No. 19-352, Order, 35 FCC
Rcd 6633 (PSHSB 2020).

% Protecting Against National Security Threats to the Communications Supply Chain Through FCC Programs, WC
Docket No. 18-89, Second Report and Order, 35 FCC Rcd 14284, 14311, para. 58 (2020) (2020 Protecting Against
National Security Threats Order) (implementing the Secure and Trusted Communications Networks Act of 2019, 47
U.S.C. §§ 1601-1609). In March 2021, the Commission’s Public Safety and Homeland Security Bureau announced
the publication of a list of communications equipment and services (Covered List) that are deemed to pose an
unacceptable risk to the national security of the United States or the security and safety of United States persons.
Public Safety and Homeland Security Bureau Announces Publication of the List of Equipment and Services Covered
by Section 2 of the Secure Networks Act, Public Notice, 36 FCC Rcd 5534 (PSHSB 2021). In March 2022 and
September 2022, the Public Safety and Homeland Security Bureau announced additions to the Covered List. Public
Safety and Homeland Security Bureau Announces Additions to the List of Equipment and Services Covered by
Section 2 of the Secure Networks Act, Public Notice, DA 22-320 (PSHSB 2022); Public Safety and Homeland
Security Bureau Announces Additions to the List of Equipment and Services Covered by Section 2 of the Secure
Networks Act, Public Notice, DA 22-979 (PSHSB 2022).

6147 CFR § 54.10; 2020 Protecting Against National Security Threats Order, 35 FCC Rcd at 14325-326, paras. 94-
95;47 U.S.C. § 1602.

0247 CFR § 54.11 (requiring eligible telecommunications carriers receiving universal service support to certify that
they do not use covered communications equipment and services prior to receiving a funding commitment or
support); 2020 Protecting Against National Security Threats Order, 35 FCC Rcd at 14292-299, paras. 21-31.
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of advanced communications service for costs reasonably incurred to permanently remove, replace, and
dispose of covered communications equipment and services from their networks;® and (5) implement a
new data collection applying to all providers of advanced communications service that requires these
providers to annually report on covered communications equipment and services that were purchased,
rented, leased, or otherwise obtained on or after certain dates.®* In November 2022, the Commission
adopted revisions to its equipment authorization program to prohibit authorization of equipment that has
been identified on the Commission’s Covered List as posing an unacceptable risk to national security of
the United States or the security or safety of United States persons, and prohibited the marketing and
importation of such equipment in the United States.®

15. Our action today is intended to further protect the nation’s telecommunications
infrastructure from threats in an evolving national security and law enforcement landscape by proposing
to establish a renewal requirement for all international section 214 authorization holders. In the
alternative, we seek comment on adopting rules that require periodic Commission review of international
section 214 authorizations. We tentatively conclude that the rules proposed in this Notice will improve
the Commission’s oversight of international section 214 authorizations. Importantly, in view of the
evolving national security and law enforcement concerns identified in our recent proceedings revoking
the section 214 authorizations of certain providers controlled by the Chinese government, we believe that
a formalized system of periodically reassessing international section 214 authorizations would better
ensure that international section 214 authorizations, once granted, continue to serve the public interest.%

6347 U.S.C. § 1603(a) (directing the Commission to establish the Reimbursement Program); 47 CFR § 1.50004;
2020 Protecting Against National Security Threats Order, 35 FCC Red at 14331-368, paras. 108-208. In July 2021,
the Commission modified its rules to incorporate the Consolidated Appropriations Act, 2021 (CAA) amendments to
the Secure and Trusted Communications Networks Act of 2019. Protecting Against National Security Threats to the
Communications Supply Chain Through FCC Programs, WC Docket No. 18-89, Third Report and Order, 36 FCC
Red 11958, para. 1 (2021) (2021 Protecting Against National Security Threats Order); Consolidated Appropriations
Act, 2021, Pub. L. No. 116260, § 901, 134 Stat. 1182 (2020); Secure and Trusted Communications Networks Act
0f 2019, Pub. L. No. 116-124, 134 Stat. 158 (2020) (codified as amended at 47 U.S.C. §§ 1601-1609). These rule
modifications included, but were not limited to, revising the eligibility to participate in the Reimbursement Program
to providers of advanced communications service with 10 million or fewer customers and adopting the CAA’s
prioritization scheme if program demand exceeds available funding. 202/ Protecting Against National Security
Threats Order, 36 FCC Red at 11963 at para. 13. The Commission also concluded that, pursuant to the CAA’s
amendments to the Secure and Trusted Communications Networks Act, “covered communications equipment and
services” eligible for Reimbursement Program support is limited to communications equipment and services
produced or provided by Huawei or ZTE and obtained by providers on or before June 30, 2020. Id. at 11965,
11978, paras. 18-19, 46. The certification requirement in section 54.11 of the Commission’s rules is also limited to
communications equipment and services produced or provided by Huawei or ZTE. Id. at 11975, para. 39 (aligning
the scope of equipment and services required for removal under section 54.11 with the scope of equipment and
services eligible for reimbursement through the Reimbursement Program).

6447 CFR § 1.50007; 2020 Protecting Against National Security Threats Order, 35 FCC Red at 14368-371, paras.
209-217.

9 Protecting Against National Security Threats to the Communications Supply Chain through the Equipment
Authorization Program; Protecting Against National Security Threats to the Communications Supply Chain through
the Competitive Bidding Program, ET Docket No. 21-232, EA Docket No. 21-233, Report and Order, Order, and
Further Notice of Proposed Rulemaking, FCC 22-84, 2022 WL 17335868 (rel. Nov. 25, 2022) (2022 Protecting
Against National Security Threats Order).

66 See China Telecom Americas Order on Revocation and Termination, 36 FCC Rcd at 15966-68, 15974, 15992-
16030, paras. 1-3, 9, 44-99, aff’d, China Telecom (Americas) Corp. v. FCC; China Unicom Americas Order on
Revocation at *1-2, 6, 20-46, paras. 1-3; 16, 49-110; Pacific Networks/ComNet Order on Revocation and
Termination at *1-2, 6, 18-49, paras. 1-3, 14, 44-113.
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I11. ORDER: REPORTING ON FOREIGN OWNERSHIP OF INTERNATIONAL SECTION
214 AUTHORIZATION HOLDERS

16. As an initial matter, we adopt an Order requiring all international section 214
authorization holders to respond to a one-time collection to update the Commission’s records regarding
the foreign ownership of international section 214 authorization holders.®” As noted above, the
Commission has incomplete and outdated information about international section 214 authorization
holders. For example, the Commission’s records in ICFS reflect there are approximately 7,000
international section 214 authorization holders, though we estimate the more accurate number is closer to
approximately 1,500 active authorization holders.®® Additionally, we do not have visibility on authorized
carriers’ current foreign ownership. Thus, the collection of this information is a necessary first step for
the Commission to make an informed decision concerning the proposed rules and procedures set forth in
the Notice. Among other things, the information derived from this one-time collection will allow the
Commission to determine the number of active authorization holders and whether they have reportable
foreign ownership. In addition, the information will enable the Commission to identify those
authorization holders that are no longer in business or are in business but discontinued service under their
international section 214 authority. Overall, the information will assist the Commission in developing a
timely and effective process for prioritizing the review of international section 214 authorizations that are
most likely to raise national security, law enforcement, foreign policy, and/or trade policy concerns, as
proposed below.

17. Under the Commission’s current rules, international section 214 authorization holders are
not required to periodically report their ownership, including the extent of any foreign ownership
interests, the identity of their foreign interest holders, and the countries associated with such foreign
ownership. Following the grant of an international section 214 authorization, an authorized U.S.-
international carrier can provide service globally to any route for which it is classified as non-dominant
pursuant to the terms of its international section 214 authorization.®® After the grant, the Commission
ordinarily does not receive updated information unless an authorization holder files an application for a
modification, assignment, or transfer of control of the authorization.” Additionally, international section
214 authorization holders only need to notify the Commission of a planned discontinuance of service

67 We take this action pursuant to sections 4(i), 214, 218, 219, and 403 of the Act, 47 U.S.C. §§ 4(i), 214, 218, 219,
403.

8 See supra para. 12.

6 Under the Commission’s rules, a carrier is classified as non-dominant on a U.S.-international route if it is not
affiliated with a foreign carrier with market power on the foreign end of the route or it provides an international
switched service on that route solely through the resale of an unaffiliated U.S. facilities-based carrier’s international
switched services. 47 CFR § 63.10(a); id. § 63.10(a)(1) (“A U.S. carrier that has no affiliation with, and that itself is
not, a foreign carrier in a particular country to which it provides service (i.e., a destination country) shall
presumptively be considered non-dominant for the provision of international communications services on that
route.”); id. § 63.10(a)(2) (“Except as provided in paragraph (a)(4) of this section, a U.S. carrier that is, or that has or
acquires an affiliation with a foreign carrier that is a monopoly provider of communications services in a relevant
market in a destination country shall presumptively be classified as dominant for the provision of international
communications services on that route . . . .”); id. § 63.10(a)(4) (“’A carrier that is authorized under this part to
provide to a particular destination an international switched service, and that provides such service solely through
the resale of an unaffiliated U.S. facilities-based carrier’s international switched services (either directly or indirectly
through the resale of another U.S. resale carrier’s international switched services), shall presumptively be classified
as non-dominant for the provision of the authorized service . . . .”).

70 We refer to “application” in this context to include an application to modify an international section 214
authorization; an application for substantial assignment or transfer of control of an international section 214
authorization; and a notification of pro forma assignment or transfer of control of an international section 214
authorization. See 47 CFR §§ 63.18, 63.24(e)(1), 63.24()(2).
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when the authorization holder seeks to discontinue service for which it has customers.”! If an
international section 214 authorization holder does not have any customers when it discontinues offering
service, it may file with the Commission a notification to surrender its authorization, but is not required to
do so. In those circumstances, the authorization holder may retain the authorization indefinitely.
Following the grant of international section 214 authority, an authorization holder may retain the
authorization even if it was never used or the authorization holder is not currently offering service or
simply is no longer in business.

18. One-Time Information Collection. In furtherance of our goals in this proceeding and to
inform our consideration of the regulatory approaches on which we seek comment in the NPRM, we
adopt the information collection requirements herein, which are based on the requirements set forth in
section 63.18(h) of the Commission’s rules.”> Section 63.18(h) requires international section 214
applicants to provide the name, address, citizenship and principal businesses of any person or entity that
directly or indirectly owns at least 10% of the equity of the applicant, and the percentage of equity owned
by each of those entities (to the nearest 1%).”> Specifically, we direct each authorization holder to
identify its 10% or greater direct or indirect foreign interest holders that hold such equity and/or voting
interests (reportable foreign ownership)™ as of thirty (30) days prior to the filing deadline. Additionally,
we require each authorization holder to certify as to the accuracy of the information provided. Such
certification requires each authorization holder to conduct appropriate due diligence, thereby increasing
the reliability of its information. In the Notice, we propose to cancel the authorizations of carriers that fail
to respond to this Order and impose forfeitures or other measures where a carrier fails to respond in a
timely or complete manner.”

19. We anticipate that our information collection will not be unduly burdensome as
international section 214 authorization holders, including small entities, would have information about
their ownership available for purposes of compliance with the Commission’s rules, e.g., to ascertain
whether their ownership requires approval for, or notification of, a substantive or non-substantive
assignment or transfer.”® Most businesses likely maintain records of their 10% or greater direct or indirect
equity and/or voting interest holders in the ordinary course of business. An authorization holder that is a
privately held entity likely knows its investors. An authorization holder that is a publicly held company is

71 See 47 CFR § 63.19.

2Id. § 63.18(h). In the Executive Branch Process Reform Order, the Commission amended section 63.18(h) to
require that applicants must identify the voting interests, in addition to the equity interests, of individuals or entities
with 10% or greater direct or indirect ownership in the applicant. Executive Branch Process Reform Order, 35 FCC
Red at 10965, para. 95; id. at 10985, Appx. B, para. 11; Order Erratum, 35 FCC Rcd at 13173, para. 11. The
amended rule is not yet effective.

7347 CFR § 63.18(h); see 2016 Executive Branch Process Reform NPRM, 31 FCC Rcd at 7475, para. 49 (“These
rules originated when equity and voting ownership were usually the same. Today, applicants often have multiple
classes of ownership and equity interests that differ from the voting interests. It is important for the Commission to
know for potential control purposes who has voting interests in the applicant. The Commission has recognized this
in other rules, where it requires an applicant to provide both equity and voting interests in an applicant.”); Executive
Branch Process Reform Order, 35 FCC Red at 10985, Appx. B, para. 11; Order Erratum, 35 FCC Rcd at 13173,
para. 11 (amending section 63.18(h) to read, “[t]he name, address, citizenship, and principal businesses of any
individual or entity that directly or indirectly owns ten percent or more of the equity interests and/or voting interests,
or a controlling interest, of the applicant, and the percentage of equity and/or voting interest owned by each of those
entities (to the nearest one percent) . . . .”).

7447 CFR § 63.18(h); Executive Branch Process Reform Order, 35 FCC Rcd at 10985, Appx. B, para. 11; Order
Erratum, 35 FCC Rcd at 13173, para. 11.

75 See infra Section IV.A.
76 See, e.g., 47 CFR § 63.24.
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also required to identify its interest holders in requisite filings with the U.S. Securities and Exchange
Commission (SEC).”

20. Pursuant to this Order, we require an international section 214 authorization holder to
submit information based on the categories below.

(1) Reportable Foreign Ownership — Foreign Adversary — China (including Hong Kong),
Cuba, Iran, North Korea, Russia, Maduro Regime. Where there are interest holders that
are entities and individuals that are a government organization or citizen of a “foreign
adversary” country, an authorization holder must identify its 10% or greater direct or indirect
foreign interest holders, including any 10% or greater direct or indirect foreign interest
holders outside the foregoing “foreign adversary” countries. A “foreign adversary” country is
defined in the Department of Commerce’s rule, 15 CFR § 7.4.7® The authorization holder
must:

¢ identify each interest holder and the foreign country or countries, including countries
that are not foreign adversary countries;

o disclose whether any interest holder has dual or more citizenships and identify all
countries where citizenship is held;” and

e certify to the truth and accuracy of all information.

(2) Reportable Foreign Ownership — No Foreign Adversary. Where there are no interest
holders that are entities or individuals that are a government organization or citizen of any
foreign country that is a “foreign adversary” country defined in the Department of
Commerce’s rule, 15 CFR § 7.4, an authorization holder must identify its 10% or greater
direct or indirect foreign interest holders. The authorization holder must:

e identify each interest holder and the foreign country or countries;

e disclose whether any interest holder has dual or more citizenships and identify all the
countries where citizenship is held;* and

e certify to the truth and accuracy of all information.

(3) No Reportable Foreign Ownership. An authorization holder that has no reportable foreign
ownership must certify to the truth and accuracy of this information.

77 See infra para. 94; 15 U.S.C. § 78m(d)(1); 17 CFR § 240.13d-1; 17 CFR § 229.403; see Review of Foreign
Ownership Policies for Broadcast, Common Carrier and Aeronautical Radio Licensees under Section 310(b)(4) of
the Communications Act of 1934, as Amended, GN Docket No. 15-236, Report and Order, 31 FCC Red 11272,
11293-94, para. 45-46 & n.130 (2016) (2016 Foreign Ownership Report and Order).

7815 CFR § 7.4 (stating “[t]he Secretary has determined that the following foreign governments or foreign non-
government persons have engaged in a long-term pattern or serious instances of conduct significantly adverse to the
national security of the United States or security and safety of United States persons and, therefore, constitute
foreign adversaries solely for the purposes of the Executive Order, this rule, and any subsequent rule” promulgated
pursuant to the Executive Order); see 15 CFR § 7.2 (“Foreign adversary means any foreign government or foreign
non-government person determined by the Secretary to have engaged in a long-term pattern or serious instances of
conduct significantly adverse to the national security of the United States or security and safety of United States
persons.”); see Executive Order 13873 of May 15, 2019, Securing the Information and Communications Technology
and Services Supply Chain, 84 Fed. Reg. 22689 (May 15, 2019).

7 This requirement applies to United States citizens who hold dual citizenship or multiple citizenships and foreign
persons who are citizens of two or more countries.

80 This requirement applies to United States citizens who hold dual citizenship or multiple citizenships and foreign
persons who are citizens of two or more countries.
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21. Information Collection Process and Deadline. We direct the Office of International
Affairs to conduct this information collection, including the creation of the forms, submit the information
collection for Office of Management and Budget (OMB) review?! and, following OMB review, publish
notice of the effective date of the information collection requirement and the filing deadline in the Federal
Register. In so doing, the Office of International Affairs should take into account information recently
provided to the Commission on the record that has not materially changed.®?> The filing deadline shall be
no fewer than thirty (30) days following the effective date of this Order. The Office of International
Affairs also will issue a Public Notice announcing the deadline and will provide instructions for filing this
information with the Commission.

22. FCC Registration Number (FRN). All authorization holders must have an FCC
Registration Number (FRN) in order to file their response in ICFS.#3 An FRN is the 10-digit number
assigned to all entities (individual and corporate) that transact business with the Commission, and it must
be provided any time an authorization holder submits a filing or application in ICFS. We note that many
international section 214 authorizations were granted to entities prior to the Commission requiring an
FRN in 2001.%* Such entities will need to obtain an FRN prior to filing their response to the information
collection.®

23. Surrender of Authorizations. Authorization holders that surrender their international
section 214 authorizations before the filing deadline do not need to respond to the one-time information
collection. Accordingly, we strongly encourage international section 214 authorization holders that no
longer need or use their authorizations to do so before the filing deadline. International section 214
authorization holders may file a surrender letter in ICFS.

Iv. NOTICE OF PROPOSED RULEMAKING

24, The Notice seeks comment on proposed rules and possible alternative approaches,
including alternatives for small entities, that will further our goal of ensuring that the Commission
continually accounts for evolving public interest considerations associated with international section 214
authorizations following an initial grant of the authority. First, we propose to cancel the authorizations of
those international section 214 authorization holders that fail to respond to the one-time collection
requirement adopted in the Order. Second, we propose to adopt a 10-year renewal framework for the
Commission’s reassessment of all authorizations or, in the alternative, seek comment on a formalized
periodic review of such authorizations. Third, we propose to adopt a process that prioritizes renewal
applications with foreign ownership to regularly reassess any evolving national security, law enforcement,
foreign policy, and/or trade policy concerns, as opposed to reviewing international section 214
authorizations only on an ad hoc basis. We intend to continue to collaborate with the relevant Executive
Branch agencies and to refer matters to the Executive Branch agencies, including the Committee, where

81 To the extent required, the Office of International Affairs would also modify the applicable System of Records
Notice under the Privacy Act. See Federal Communications Commission, Privacy Act of 1974; System of Records,
IB-1, International Bureau Filing System, 86 Fed. Reg. 43237 (Aug. 6, 2021).

82 See, e.g., Letter from Angie Kronenberg, President, INCOMPAS, to Marlene H. Dortch, Secretary, FCC, IB
Docket No. 23-119, at 1-2 (filed Apr. 14, 2023).

8347 CFR § 1.8002(a) (“The FRN must be obtained by anyone doing business with the Commission, see 31 U.S.C.
7701(c)(2) . ...”). An authorization holder may obtain an FRN through the Commission’s CORES webpage. FCC,
Commission Registration System (CORES), https://apps.fcc.gov/cores/userLogin.do (last visited Apr. 18, 2023).

84 Federal Communications Commission, Adoption of a Mandatory FCC Registration Number, 66 Fed. Reg. 47890
(Sept. 14, 2001) (amending the Commission’s rules to require persons and entities doing business with the
Commission to obtain a unique identifying number, called the FCC Registration Number (FRN), through the
Commission Registration System (CORES), and to provide the number when doing business with the Commission,
effective December 3, 2001).

85 International Bureau Filing System (IBFS), Order, 19 FCC Rcd 4575 (2004).
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warranted.®® We seek comment on categorizing applications to minimize burdens on the relevant
Executive Branch agencies, including the Committee.” Fourth, we propose or seek comment on new
application rules to capture critical information from all applicants with and without reportable foreign
ownership®® not currently collected and to require additional certifications. Fifth, to further ensure that
carriers’ use of their international section 214 authority is in the public interest, we propose and seek
comment on modifications to related Parts 1 and 63 rules. Finally, we invite comment on the costs and
benefits of the proposed rules and any alternatives.

A. Failure to Timely Respond to One-Time Information Collection

25. In the Order, we direct each authorization holder to identify its 10% or greater direct or
indirect foreign interest holders (reportable foreign ownership),* as of thirty (30) days prior to the filing
deadline. If an international section 214 authorization holder fails to timely respond to the information
collection required in the Order, we propose to cancel its authorization. We would deem the failure to
respond to the Order as presumptive evidence that the authorization holder is no longer in operation. We
propose to publish a list of non-responsive authorization holders in the Federal Register and provide an
additional 30 days from that publication for those authorization holders to respond to the information
collection requirement or surrender the authorization. If an authorization holder has not responded within
30 days of the publication of the notice in the Federal Register, we propose that those authorizations
would be automatically cancelled. We note that authorization holders that fail to comply with the
information collection required in the Order are subject to forfeitures in addition to cancellation. We
tentatively find this proposal is reasonable and necessary to ensure the accuracy of the Commission’s
records regarding international section 214 authorization holders and in consideration of the
Commission’s need to implement a renewal or, in the alternative, periodic review process with
administrative efficiency.

26. We propose that any authorization holder whose authorization is cancelled for failure to
timely respond to the information collection may file a petition for reinstatement nunc pro tunc of the
authorization. We propose that a petition for reinstatement will be considered: (1) if it is filed within six
months after publication of the Federal Register notice; (2) if the petition demonstrates that the
authorization holder is currently in operation and has customers; and (3) if the petition demonstrates good
cause for the failure to timely respond. We propose that an authorization holder whose authorization is
cancelled under these procedures would be able to file an application for a new international 214
authorization in accordance with the Commission’s rules, which would be subject to full review. We seek
comment on the cancellation process generally and if there are any proposals to assist small entities.
Should there be any other procedural requirements if an authorization holder does not file a petition for
reinstatement within six months after publication of the Federal Register notice? We seek comment
whether these procedures would provide non-responsive authorization holders with sufficient due process
and notice and opportunity to respond.

B. International Section 214 Renewal or Periodic Review Requirements
1. Legal Authority

27. Legal Authority. As described below, we propose to adopt a 10-year renewal
requirement for all international section 214 authorization holders, whereby those authorization holders

8 Letter from Devin A. DeBacker, Chief, Foreign Investment Review Section, National Security Division. U.S.
Department of Justice, to Marlene H. Dortch, Secretary, FCC, IB Docket No. 23-119 (filed Apr. 12, 2023) (DOJ Ex
Parte).

87 See id. (noting resource implications of proposals for Committee member agencies).
88 See supra note 9 (explaining the use of “applicant” or “applicants” in this Notice).

8947 CFR § 63.18(h); Executive Branch Process Reform Order, 35 FCC Red at 10985, Appx. B, para. 11; Order
Erratum, 35 FCC Red at 13173, para. 11.
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must periodically demonstrate that their authorization continues to serve the public interest, and such
authorization would expire following appropriate proceedings if the holder fails to meet that burden. In
the alternative, we seek comment on adopting a periodic review process whereby international section
214 authorization holders must periodically submit similar information demonstrating that their
authorization continues to serve the public interest, and the Commission or the Office of International
Affairs could institute a revocation proceeding if the holder fails to meet that burden. As a threshold
matter, we tentatively find that the Commission has the authority to require the renewal of international
section 214 authorizations. We also tentatively conclude that the Commission has the authority to adopt a
periodic review process as an exercise of its power to revoke authorizations.

28. We tentatively conclude that the Commission has direct and ancillary authority under
sections 4(i), 201(b), and 214 of the Act—individually and collectively—to adopt terms and conditions of
service for international section 214 authorizations, including time limits on an authorization, and to
cancel an authorization through non-renewal of the international section 214 authority where the
Commission determines that the public interest so requires. Section 214 of the Act does not expressly
require the renewal of section 214 authorizations unlike section 307(c), which permits the Commission to
prescribe license terms by rule, except that broadcast license terms may not exceed eight years.”
Although section 214 does not expressly provide for renewal of authorizations,’! section 214(c) affords
the Commission discretion to grant the authority requested or “refuse” to do so, and the Commission may
condition any grant on “such terms and conditions as in its judgment the public convenience and necessity
may require.”? In addition, under section 4(i), the Commission has broad authority to adopt rules, not
inconsistent with the Act, “as may be necessary in the execution of its functions.”® Under section 201(b)
the Commission has broad general grant of rulemaking authority to “prescribe such rules and regulations
as may be necessary in the public interest to carry out the provisions of this [Act].” %4

29. Section 214(a) of the Act prohibits any carrier from constructing, acquiring, or operating
any line, and from engaging in transmission through any such line, without first obtaining a certificate
from the Commission “that the present or future public convenience and necessity require or will require
the construction, or operation, or construction and operation, of such . .. line....”% Thus, the Act
requires the Commission to ensure that not only the “construction” of the line, but also its “operation,”
further the public convenience and necessity. In addition, the Act requires the Commission to ensure that
not only the present, but also the future operations of a telecommunications carrier authorized to provide
service under section 214, further the public convenience and necessity. Promotion of national security is
an integral part of the Commission’s public interest responsibility, including its administration of section
214 of the Act and one of the core purposes for which Congress created the Commission.”® In recent

9 See, e.g., 47 U.S.C. § 307(c) (providing that the Commission may prescribe license terms by rule, except that
broadcast license terms may not exceed 8 years); id. § 309(k) (broadcast license renewal standards).

9147 U.S.C. § 214.
9247 U.S.C. § 214(c).
9% 47 U.S.C. § 154(i).

9447 U.S.C. § 201(b). Indeed, in upholding Commission’s exercise of ancillary jurisdiction pursuant to section
201(b), the Supreme Court stated in AT&T v. lowa Utilities Board that “[w]e think that the grant in § 201(b) means
what it says: The FCC has rulemaking authority to carry out the ‘provisions of this Act.”” 525 U.S. 366, 378 (1999).

%547 U.S.C. § 214(a) (emphasis added).

% Section 1 of the Act provides that Congress created the Commission, among other reasons, “for the purpose of the
national defense [and] for the purpose of promoting safety of life and property through the use of wire and radio
communications . . ..” 47 U.S.C. § 151; see, e.g., China Telecom Americas Order on Revocation and Termination,
36 FCC Rcd at 15968, para. 3, aff’d, China Telecom (Americas) Corp. v. FCC; China Unicom Americas Order on
Revocation at *2, para. 3; Pacific Networks/ComNet Order on Revocation and Termination at *2, para. 3; Protecting
Against National Security Threats Order, 34 FCC Red 11423, aff’d, Huawei Technologies USA, Inc. v. FCC, 2 F.4th
421, 439; 2022 Protecting Against National Security Threats Order.
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revocation actions, the Commission has found, given established statutory directives and longstanding
Commission determinations, that it has authority to revoke section 214 authority.”” By the same
reasoning, we tentatively find that the Commission has the authority to require the renewal and/or
periodic review of a carrier’s international section 214 authority to ensure that the public convenience and
necessity continues to be served by the carrier’s operations.

30. In addition, section 214(c) of the Act permits the Commission to “attach to the issuance
of the [section 214] certificate such terms and conditions as in its judgment the public convenience and
necessity may require.”® In granting all telecommunications carriers blanket domestic section 214
authority, the Commission found that the “present and future public convenience and necessity require the
construction and operation of all domestic new lines pursuant to blanket authority,” subject to the
Commission’s ability to revoke a carrier’s section 214 authority when warranted to protect the public
interest.”® Likewise, when the Commission opened the U.S. telecommunications market to foreign
participation in the late 1990s, it delineated a non-exhaustive list of circumstances where it reserved the
right to designate for revocation an international section 214 authorization based on public interest
considerations and stated that it considers “national security” and “foreign policy” concerns when
granting authorizations under section 214 of the Act.!% Thus, carriers are granted a section 214
authorization subject to the Commission’s reserved power to revoke those authorizations if later
circumstances warrant. Likewise, we tentatively find that under section 214(c) the Commission has
reserved the power to adopt terms and conditions for authorizations granted under section 214 of the Act,
such as requiring the renewal or other review of carriers’ international section 214 authority, as the public
convenience and necessity may require in order to provide the Commission the opportunity to assess
whether an authorized telecommunications carrier and its operations raise national security, foreign
policy, and/or trade policy concerns.

31. We tentatively find that section 4(i) of the Act provides further support for the
Commission’s authority to require renewal, or periodic review, of international section 214
authorizations. Section 4(i) authorizes the Commission to “perform any and all acts, make such rules and

97 China Telecom Americas Order on Revocation and Termination, aff’d, China Telecom (Americas) Corp.; China
Unicom Americas Order on Revocation; Pacific Networks/ComNet Order on Revocation and Termination.

%47 U.S.C. § 214(c).

9 China Telecom Americas Order on Revocation and Termination, 36 FCC Rcd at 15968-69, para. 4, aff’d, China
Telecom (Americas) Corp. v. FCC; China Unicom Americas Order on Revocation at *2, 9, paras. 4, 24; Pacific
Networks/ComNet Order on Revocation and Termination at *2, para. 4; Domestic 214 Blanket Authority Order, 14
FCC Rcd at 11374, para. 16. The Commission has explained that it grants blanket section 214 authority, rather than
forbearing from application or enforcement of section 214 entirely, in order to remove barriers to entry without
relinquishing its ability to protect consumers and the public interest by withdrawing such grants on an individual
basis. Id. at 11372-73, 11374, paras. 12-14, 16.

190 China Telecom Americas Order on Revocation and Termination, 36 FCC Red at 15968-99, para. 4, aff’d, China
Telecom (Americas) Corp. v. FCC; China Unicom Americas Order on Revocation at *2, 9, paras. 4, 24; Pacific
Networks/ComNet Order on Revocation and Termination at *2, para. 4; Foreign Participation Order, 12 FCC Red
at 23896, 23919-20, paras. 9, 61-63. With regard to revocation of an international section 214 authorization, the
Commission in the Foreign Participation Order and the Reconsideration Order delineated a non-exhaustive list of
circumstances where it reserved the right to designate for revocation an international section 214 authorization based
on public interest considerations. See, e.g., Foreign Participation Order, 12 FCC Rcd at 24023, para. 295;
Reconsideration Order, 15 FCC Red at 18173, 18175-76, paras. 28, 35; see also 47 CFR § 63.11(g)(2); 2014
Foreign Carrier Entry Order, 29 FCC Red at 4259, 4266, paras. 6, 22. In the Foreign Participation Order, the
Commission also stated it considers “national security”” and “foreign policy” concerns when granting authorizations
under section 214 of the Act. Foreign Participation Order, 12 FCC Red at 23919-20, paras. 61-63 (in regulating
foreign participation in the U.S. telecom market in the late 1990s, the Commission recommitted to considering
“national security” and “foreign policy” concerns when granting licenses under section 310(b)(4) and authorizations
under section 214(a) of the Act, stating it would also continue to “accord deference” to expert Executive Branch
views on these issues that would inform its “public interest analysis™).
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regulations, and issue such orders, not inconsistent with this Act, as may be necessary in the execution of
its functions.”'” The Commission has long found that section 4(i) “supports revocation authority, as
reasonably ancillary to the Commission’s authority to authorize common carrier service in the first
instance.”'%? As the Commission explained, revocation authority “is necessary to ensure not only
compliance with the Commission’s rules and its requirements for truthfulness, but also that circumstances
with serious national security and law enforcement consequences that would have been relevant in
determining whether to authorize service remain relevant in light of significant developments since the
time of such authorization.”'%* For these same reasons, we tentatively find that the authority to refuse
renewal of or require periodic review of carriers’ international section 214 authority is at least
“reasonably ancillary” to the performance of the Commission’s responsibilities under section 214 of the
Act to ensure that a carrier’s operations remain consonant with the “public convenience and necessity.”

32. We seek comment on our legal analysis and whether these statutory provisions give the
Commission broad flexibility to promulgate regulations—such as a renewal or, in the alternative, a
periodic review process for international section 214 authorizations—that may not be expressly identified
in precise terms where necessary to carry out our regulatory responsibilities under section 214 consistent
with the purposes of the Act, such as promoting national security.!®* At a minimum, would such rules be
“reasonably ancillary to the effective performance of the Commission’s various responsibilities. . . .”?1%5
We also seek comment on whether other statutory provisions provide a legal basis for adopting the
renewal or in the alternative, a periodic review process outlined below. Would the Commission have
authority to institute one of the proposals—period renewal or periodic review—but not the other?

33. Due Process and Retroactivity. As noted below, we seek comment on whether all
international section 214 authorizations regardless of issuance date and ownership should be subject to
renewal or, in the alternative, periodic review process. Because the renewal framework we propose to
adopt will affect both existing authorization holders and authorizations held pursuant to applications
granted, after the effective date of the renewal rules, we seek comment on due process and retroactivity
concerns—including “primary” versus “secondary” retroactivity—that may arise from this proposal.!%
Specifically, we seek comment on the interplay between renewal standards and retroactivity concerns.

34. The courts have established a distinction for rules between “primary” retroactivity and
“secondary” retroactivity. A rule is primarily retroactive if it (1) “increase[s] a party’s liability for past
conduct”; (2) “impair[s] rights a party possessed when he acted”; or (3) “impose[s] new duties with
respect to transactions already completed.”'?” The standard for primary retroactivity assesses whether a
rule has changed the past legal consequences of past actions.!?® In contrast, a rule would be “secondarily”

10147 U.S.C. § 154(0).

12 China Unicom Americas Order on Revocation at *8, para. 22 (citing CCN, Inc. et al., CC Docket No. 97-144,
Order, 13 FCC Rcd 13599, 13607 (1998)); Pacific Networks/ComNet Order on Revocation and Termination at *9,
para. 22 (citing same).

13 China Unicom Americas Order on Revocation at *8, para. 22.

104 See, e.g., United States v. Southwestern Cable Co., 392 U.S. 157, 178 (1968) (upholding the Commission's
authority to regulate cable television).

105 Southwestern Cable, 392 U.S. at 178; see also AT&T v. lowa Utilities Board, 525 U.S. at 380 (noting that
“‘ancillary’ jurisdiction . . . could exist even where the Act does not ‘apply’”’) (emphasis in original).

106 See, e.g., Mobile Relay Assocs. v. FCC, 457 F.3d 1, 11 (D.C. Cir. 2006) (non-renewal resulting from a new
regulatory framework may “upset[] expectations based on prior law,”” but that is not primarily retroactive).

07 Landgraf'v. USI Film Prods., 511 U.S. 244, 280 (1994).
108 Bowen v. Georgetown Univ. Hosp., 488 U.S. 204, 217-220 (1988).
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retroactive if it “affects a regulated entity’s investment made in reliance on the regulatory status quo
before the rule’s promulgation.”'® Secondary retroactivity will be upheld “if it is reasonable.”!1°

35. We tentatively conclude that the renewal framework we propose here is not “primarily”
retroactive as applied to applications granted after the effective date of any new rules, as the mere
adoption of such a requirement would not make past conduct unlawful, alter rights the carrier had at the
time an application was granted, or impose new duties with respect to completed transactions. For the
same reasons, we do not believe a renewal requirement as applied to existing authorization holders would
be primarily retroactive—for example, because the Commission may revoke a section 214 authorization,
grant of an application does not confer a permanent authorization. We recognize, however, that such a
requirement could upset the expectations of existing authorization holders. To the extent our proposed
renewal process constitutes “secondary” retroactivity, we tentatively conclude it is reasonable and does
not violate the Administrative Procedure Act as, among other things, the proposed renewal framework
would simply provide for a more systematic review process that focuses on evolving national security,
law enforcement, foreign policy, and/or trade policy concerns. We seek comment on our tentative
conclusions. When and under what circumstances would denial of a renewal application trigger primary
or secondary retroactivity concerns? For example, would non-renewal of an international section 214
authorization based on evolving national security, law enforcement, foreign policy, and/or trade policy
risks, regardless of that authorization holder’s ongoing compliance with the Commission’s rules, have
primary or secondary retroactive effect? Additionally, would the application of renewal or, in the
alternative, periodic review procedures to existing authorization holders require different standards or
procedures based on retroactivity, reliance interests, or fair notice concerns?

2. Need for International Section 214 Renewal Requirements

36. Our principal goal in this proceeding is to adopt a renewal process or, in the alternative, a
formalized periodic review of international section 214 authorizations to assess evolving national
security, law enforcement, foreign policy, and/or trade policy risks. As the Senate Subcommittee noted in
the PSI Report, “[n]ational security and law enforcement concerns, as well as trade, and foreign policy
concerns . . . are ever evolving, meaning that an authorization granted in one year may not continue to
serve the public interest years later.”!'' The PSI Report stated, “[a]uthorizations effectively exist in
perpetuity despite evolving national security implications,” yet “[t]he FCC does not require a foreign
carrier’s authorization to be periodically reassessed to confirm the services continue to serve the public
interest.”!!2

37. We tentatively conclude that adopting a systemized renewal or, in the alternative,
formalized periodic review process for international section 214 authorizations would better enable the
Commission to ensure that an authorization, once granted, continues to serve the public interest. While
neither the proposed renewal process nor a formalized periodic review process would supplant the
Commission’s existing authority to conduct ad hoc review of whether a carrier’s retention of international
section 214 authority presents national security, law enforcement, foreign policy, and/or trade policy risks
that warrant revocation or termination of its international section 214 authority, this ad hoc review based
on current information collection requirements does not allow the Commission to systematically and
continually account for evolving risks.

38. We tentatively conclude that the proposals in the Notice would help to ensure that the
Commission and the Executive Branch agencies can continually account for evolving national security,
law enforcement, foreign policy, and/or trade policy risks associated with the authorizations. As
discussed above, the Executive Branch agencies may recommend that the Commission modify or revoke

199 Mobile Relay Assoc., 457 F.3d at 11.
10 74,
L PSI Report at 12.
12 1d. at 9.
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an existing authorization if they at any time identify unacceptable risks to national security, law
enforcement, foreign policy, and/or trade policy.!'® For instance, in recent years, the Executive Branch
agencies filed a recommendation requesting that the Commission revoke and terminate a carrier’s
international section 214 authorizations,'!* stating that “[t]his recommendation reflects the substantial and
unacceptable national security and law enforcement risks associated with [China Telecom (Americas)
Corporation’s] continued access to U.S. telecommunications infrastructure pursuant to its international
Section 214 authorizations.”!!

39. With regard to the Executive Branch agencies’ oversight of all authorization holders with
mitigation agreements, the PSI Report nonetheless observed, “older [mitigation] agreements contained
few provisions, were broad in scope, and provided little for Team Telecom to verify,”''¢ and “[w]here
Team Telecom did reserve for itself the right to monitor a foreign carrier’s operations in the United
States, it exercised that authority in an ad hoc manner.”''” The PSI Report further noted that although
Executive Order 13913 “allows [the Committee] to review existing authorizations, it does not mandate
periodic review or renewal.”!'® In view of these concerns, we believe that a renewal or, in the alternative,
periodic review process would better enable the Commission and the Executive Branch agencies to
reassess and account for evolving national security, law enforcement, foreign policy, and/or trade policy
risks presented by international section 214 authorization holders in light of updated information about
both the holder and the foregoing risks.

40. While the Commission could simply adopt a basic reporting mechanism for authorization
holders to regularly inform the Commission of select information such as their current ownership, we
tentatively conclude that a formalized system of renewal or, in the alternative, periodic review would
better ensure that the Commission conduct periodic and comprehensive review of all authorizations,
including reassessment of any national security, law enforcement, foreign policy, and/or trade policy
concerns. Our review would be based on the totality of the circumstances presented by each situation,
including additional information as necessary, to determine whether the public interest continues to be
served by an authorization holder’s international section 214 authority. Our proposed renewal framework
would include rule-based conditions as well as any other appropriate conditions, the breach of which
could warrant revocation or termination. In addition, a carrier’s failure to file a renewal application
would cause the authorization to expire automatically. Thus, a renewal framework is more efficient than
case-by-case review of periodic reports followed by revocation proceedings where necessary.
Additionally, a periodic and systemized reassessment framework is consistent with Commission’s
practice in other contexts, such as broadcast or wireless license renewals. We tentatively conclude that
establishing a similar process will assist the Commission’s ongoing efforts to protect the nation’s
telecommunications infrastructure from potential national security, law enforcement, foreig